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COMPUTER SOLUTIONS



                   
Avoiding Malware and Viruses
Having a good anti-virus programme installed on your computer plays a major role in maintaining a clean system. However, the user’s behaviour is also key to staying malware free. So here are some tips and guidelines to help you to maintain your PC.

Opening attachments in emails can be risky. You should only open attachments from senders that you are 100% certain of and from a trusted source.

Clicking on links within emails is another risk. Spammers and hackers can send emails containing links and by clicking these links, it can take you to a site loaded with malware which execute as soon as you arrive on that website. This is a common cause of infection.

I recommend ensuring that your email program’s settings are set to “plain text” not “html”.
Using file sharing clients such as “Azurus” or “Limewire” also increases the chances of infection as dummy files, containing viruses, are often downloaded.  Downloading the latest song or movie from these sites comes at a risk as it could be a virus or, the file appears real enough but it might also contain a “worm” or “trojan”. 
What is a bot net?

A bot net consists of thousands, or even millions of computers, that have been compromised without the knowledge of the owner. To control these machines they are “sold” for around 30 cents each and are then at the command of the hacker who purchased them.  They can then use the machines for the distribution of junk mail or inappropriate material (such as pornography).  The bot net can be called upon to attack a website. For example, Melbourne Cup is a big day for the TAB and the hacker could contact them asking for money for offering to “protect” their website on this busy day. If the money is not paid, the hacker can send the command for the bot net to “attack” the TAB server by creating an incredible amount of visits at the same time. As a result, the server is overloaded and crashes and the company loses money because people can’t access the website.
Computers are a useful tool and help to enrich our lives. This article is not intended to scare or intimidate but to inform all computer users and help make the public aware of what can happen and how to avoid the risks. The examples I have used are the worst case scenario but they exist, so being a responsible PC user will decrease the risk.
Definitions: 

Spammer: someone who sends unwanted email (often in bulk).
Hacker: a programmer who breaks into computer systems, perhaps in order to steal or change or destroy information.
Worm: a software program capable of reproducing itself that can spread from one computer to the next over a network.
Trojan: a program that appears desirable but actually contains something harmful.

Malware: short for malicious software, is software designed to infiltrate or damage a computer system without the owner’s informed consent.
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